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How to install VPN Client

If you need to access other resources of the portal, you first need to install a
VPN packaging software on your workstation. Go to
"https://vpn.edb.gov.hk/2fa", click here circled in red, download and install the
VPN packaging software as below. Don't directly logon the VPN for your
first time before you install the VPN packaging software.
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Create Account / Forget Password? Click here
Exchange Online (for school users)

Please cIi? 1@ register for 2FA for the School
Mail System (.. Exchange Online for school users)
and install VPN package for the EDB portal before
your first login
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VPN Access for EDB Portal and 2-Factor Authentication for School Mail (for school users)
READ ME FIRST: User Guideline for Setup of Microsoft Authentication for 2FA
(Note: Before enabling 2FA, user is required to setup Microsoft Authenticator for authentication)

1. 2FA for School Mail System

1. User Guideline for Setup of 2FA for School Mail System

(Note: New school users must first complete 2FA setup of School Mail System before proceeding to set up VPN access for EDB portal, as the process of setting up 2FA for VPN access requires receiving
email in the School Mail System)

2. VPN Access for EDB Portal

A. Download Secti,

1. VPN Package Software for Windows (Revised on 17/05/2022)
(Note™ YoU OO NS Tretes ¥ agatT YO0 Nave already installed on your workstation before 17/05/2022. VPN client will be automatically upgraded via your next logon.)
2. Root CA Certificate
(Note: the Root CA certificate is required to install for non-Windows machine. To download the certificate, please right click and select Save As)
3. New Root CA Certificate Setup
4. New Root CA Certificate 2022
(Note: the Root CA certificate is required to install for non-Windows machine. To download the certificate, please right click and select Save As)

B. Guideline Section

5. User Guideline for VPN Access

6. User Guideline of 2FA Setup for VPN Access

7. User Guideline for New Root CA Certificate Setup
8. VPN Installation Demo video

9. VPN Logon Demo video

10. 2FA Registration Demo video

11. Frequently Asked Questions

Reminder: Don’t connect privately-owned computers, mobile devices,
or removable media to Government internal information system or
network, including the connection by Virtual Private Network, unless
with the approval of the DITSO or his delegate. The application for
approval should be sent by email to ExO(OS)1.
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1. A zip file named edbvpn_setup_v*.zip is downloaded from “1. VPN
Package Software” and you can unzip it to an executable file named

edbvpn_setup_v*.exe. Double click edbvpn_setup_v*.exe to start the
installation.

(Note: version no * represent the current version no and will be revised due
to version upgrade)

2. Login with the administrator privileges. The following warning message
will prompt for Windows 10. Click More info.

Windows protected your PC

Windows Defender SmartScreen prevented an unrecognised app from
starting. Running this app might put yvour PC at risk.
More info
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3. Click “Run anyway” to continue

Windows protected your PC

Windows Defender SmartScreen prevented an unrecognised app from
starting. Running this app might put your PC at risk.

Application: edbvpn_setup_vl.exe
Publisher:  Unknown publisher

o

The following screen will be prompted, please wait and it will be closed
automatically when the installation is complete.

B C\Windows\system32\cmd.exe — [} x
Y
Inztallation iz in p BEE. ..
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How to access DP applications via VPN in future?

1. You must logon your VPN before you can access EDB Portal. Use your
browser to access https://portal.edb.gov.hk, then you will redirect to the
VPN logon Page: https://vpn.edb.gov.hk/2fa

2.

Alternatively, you can directly access the VPN link:

https://vpn.edb.gov.hk/2fa

Note: Remember to use your default browser to logon.

You are required to pass the EDB Portal with two factor authentication.
Remember to install VPN client before your first logon.

(P.S. Username is EDB login ID (without “@edb.gov.hk”))
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Create Account / Forget Password? Click here

Exchange Online (for school users)

Please click here to register for 2FA for the School

Mail System (i.e. Exchange Online for school users)
and install VPN package for the EDB portal before
your first login



https://portal.edb.gov.hk/
https://vpn.edb.gov.hk/2fa
https://vpn.edb.gov.hk/2fa

USER GUIDELINE FOR VPN ACCESS (WINDOWS)

3. Once you have successfully logon the EDB portal with your password, you
will be prompted to logon with the one-time password on your Microsoft
Authenticator installed on your mobile.

The Government of the Homg Kong Specal Ademnistratrve Region

12:36 a Education Bureau

= Authenticator

Secure Logon

@ EEDB for F5 Networks
2BEDB
One time password code
258 568 (: D o> (258568 )

Submit

Note: your mobile clock must be accurate, otherwise the one-
time password may not be synced with the server.

4. The following dialog box will be prompted. Click “Allow” to continue.

Internet Explorer >

Do you want to allow this website to open a program on
your computer?
From: wpn.edb.gov hk
Program: F5 Metworks VPN

Address: fS-vpn:/fvpn.edb.gov.hk/? P
server=vpn.edb. gov.hk&resourcename=,/Comm w

Always ask before opening this type of address

l@ Allowing web content to open a program can be useful, but it can

potentially harm your computer. Do not allow it unless you trust
the source of the content. What's the risk ¥

5. The following dialog box will be prompted for your first time logon. Click
“Add this site to your Trusted Sites list...”, then this will NOT prompt
again for your next time logon.
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1. Security Alert X

|\ Thesite ‘'vpnedb.gov.hk' is attempting to run Network
" Access/Application Tunnels on your system.

This site is not on your Trusted Sites list.

e .
i=> Add this site to your Trusted Sites list, and always allow
. running Network Access/Application Tunnels from this site,

i i
—> Allow this site to run Network Access/Application tunnels on
your system for this session only.

—> Do not allow this site to run Network Access/Applications
tunnels on your system, and do not connect to this site.

Cancel

6. VPN connection will attempt to establish.

a 8| https://vpn.edb.gov.hk/vdesk/webtop.eui?z=/Common/network_access_vpn8uwebtop=/Common/webtop_vpn&webtop_type= ~ @& C

8] F5 Dynamic Webtop x I

,g; Education Bureau

it _)' The Government of the Hong Kong Special Administrative Region

Search Q

Network Access v

% network_access_vpn

7. Once the VPN connection is established successfully, an icon will appear in
the system tray and

Notification message will launch on another browser window shown as
below. You can close the message page accordingly.

Page 6



USER GUIDELINE FOR VPN ACCESS (WINDOWS)

8. Then it will launch the landing page of EDB Portal as shown.

Home
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B Please do not sccets these spplication systems classified s RESTRICTED or COMPIDENTIAL by privately-cwned conputers or mabile
devices in accordance with Security Regulation 387,

9. Remember to sign out at the top right corner of EDB Portal and don’t forget
to close all the browser windows after successful sign out.

My Sites My Links -~ ¥

Search this zité My Settings
Personalize this Page

— Change My Passwaord

Winning Entries of Hot Spots

Basic Law Pop-up
Window Design Competition

J Catalogue of Research
Projects by EDB
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